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Abstract

Verifying an epistemic protocol involves creating a formalized version of the protocol in
a suitable logical language, and next showing (i) that the steps of the protocol are in one to
one correspondence with the steps in its formalized version, (ii) that the formalized version
satisfies certain correctness conditions, and (iii) hence, that the original version also satisfies
these conditions. We will show that DEL is a suitable medium for carrying out this program
for an interesting example protocol.



A Riddle and A Protocol



100 Prisoners and a Lightbulb

A group of 100 prisoners, all together in the prison dining area,

are told that they will be all put in isolation cells and then will

be interrogated one by one in a room containing a light with

an on/off switch. The prisoners may communicate with one

another by toggling the light-switch (and in no other way).

The light is initially switched off. There is no fixed order of

interrogation. Every day one prisoner will get interrogated. At

any stage every prisoner will be interrogated again sometime.

When interrogated, a prisoner can either do nothing, or tog-

gle the light-switch, or announce that all prisoners have been

interrogated. If that announcement is true, the prisoners will

(all) be set free, but if it is false, they will all be executed. Can

the prisoners agree on a protocol that will set them free?



A Protocol for Solving the Riddle

The set of prisoners is {0, . . . , n− 1}, with n ≥ 2.

The prisoners appoint one among them as the counter. We will

assume prisoner 0 is appointed as counter.

All prisoners except the counter act as follows: the first time they

enter the room when the light is off, they switch it on; on all next

occasions, they do nothing.

The counter acts as follows: The first n − 2 times that the light is

on when he enters the interrogation room, he turns it off. Then the

next time he enters the room when the light is on, he announces that

everybody has been interrogated.



How to Prove the Protocol Correct?

To formally prove that this protocol does indeed solve the problem, we

have to first move to a formal version.

We will use DEL (with some minor variations) for formalizing the pro-

tocol solution.

Next, we will give a formal proof that the solution is indeed correct by

showing that the formal version of the protocol matches the informal

version step-by-step.



DEL — Update Product

Use of update product to model the effects of communication (in a very

broad sense):

0 : h 1 : h
abc

0 : h 1 : >
abc

(0, 0) : h (0, 1) : h (1, 1) : h
abc abc

abc

0 : h 1 : h
abc



DEL — Adding Factual Change

0 : h 1 : h
abc

0 : >, h := ⊥

(0, 0) : h (1, 0) : h
abc

0 : h



DEL — Adding Registers and Counting

0 : c = 20 1 : c = 27
abc

0 : >, c := c + 1

(0, 0) : c = 21 (1, 0) : c = 28
abc

0 : c = 21 1 : c = 28
abc



Events

For i ∈ {0, . . . , n − 1}, let ei be the event of the interrogation of

prisoner i.

Let light express that the light is on.

If the light is on and if event e0 (interrogation of the counter) takes

place, then afterwards the light should be off, and the counter should

know that it is off:

light→ [e0]K0¬light

For i ∈ {1, . . . , n − 1}, let qi express that prisoner i has toggled the

light switch. Then for all i ∈ {1, . . . , n − 1}, the following should be

true:

(¬qi ∧ ¬light)→ [ei](qi ∧ light).



Actions of the prisoners according to the protocol

• prisoner 0, light: light := ⊥ (switch off light),

• prisoner 0, ¬light: ε (do nothing);

• prisoner i 6= 0, {light := qi → light, qi := light→ qi}.

Effect of light := qi → light. If light is true, then light remains true, if

light is false, then light will become true if qi is false, and will remain

false otherwise. This is in accordance with the informal version of the

protocol.

Effect of qi := light → qi. If qi is true, then qi will remain true. If

qi is false then qi will become true if light is false, and will remain

false otherwise. This is in accordance with the informal version of the

protocol.



Perspective of Counter on Protocol

(light, light := ⊥)

(¬light, ε)

(>, light := qi → light

qi := light→ qi
)

(>, light := qj → light,

qj := light→ qj
)

{0}

{0, i}

{0, j}
{i, j}

{0, j}

{0, i}



Perspective of Non-Counter on Protocol

(light, light := ⊥)

(¬light, ε)

(>, light := qi → light

qi := light→ qi
)

(>, light := qj → light,

qj := light→ qj
)

{0}

{0, i}

{0, j}
{i, j}

{0, j}

{0, i}



Restriction to Epistemic Accessibilities of Counter

(light, light := ⊥)

(¬light, ε)

(>, light := qi → light

qi := light→ qi
)

(>, light := qj → light,

qj := light→ qj
)

0



Putting Prisoner Number in Precondition

p = 0, light : light := ⊥

p = 0,¬light : ε

p = i 6= 0

i 6= j
:

light := qi → light

qi := light→ qi

p = j 6= 0

j 6= i
:

light := qj → light,

qj := light→ qj

0



Letting the Counter Count: Formal Version of the Protocol

p = 0, light :
light := ⊥,
c := c + 1

p = 0,¬light : ε

p = i 6= 0

i 6= j
:

light := qi → light

qi := light→ qi

p = j 6= 0

j 6= i
:

light := qj → light,

qj := light→ qj

0



Initial Model

p = 0, c = 0,

¬light

¬q1, . . . ,¬qn−1

Representing updates

ei gets represented by update with

> : p := i
followed by P

where P is the formal version of the protocol.



Update Effects

Effect of update with event e0 in the initial situation: nothing happens.

Why?

Effect of update with event ei for i 6= 0 in the initial situation: the

light gets turned on, but from the point of view of the counter, anyone

could have done it.

For the case of 100 prisoners, this gives 99 different possibilities, all

indistinguishable for the counter.

For the next event ej where a prisoner switches the light on, there are

98 possibilities, all indistinguishable for the counter, and so on.

Fortunately, we can do much better.



DEL with Awareness Restrictions

The awareness restriction of an agent is a subset of the set of proposi-

tional variables and registers (integer variables). These are the variables

and registers that the agent is aware of.

Awareness of counter: p = 0 versus p 6= 0, c, light.

Awareness equivalence on possible worlds: w ≈i w′ iff the valuations

of the worlds restricted to i-awareness are the same.

Awareness equivalence on possible actions: s ≈i s′ if preconditions and

substitutions of the actions are invariant for i-awareness.

φ is invariant for i-awareness if w ≈i w′ implies (M,w |= φ iff M,w′ |=
φ).

γ is invariant for i-awareness if w ≈i w′ implies wγ ≈ w′γ.



Actions Modulo Awareness Restriction

p = i 6= 0

¬light,¬qi
:

light := >
qi := > ≈0

p = j 6= 0

¬light,¬qj
:

light := >
qj := >

p = i 6= 0

light ∨ qi
: ε
≈0

p = j 6= 0

light ∨ qj
: ε



New Version of Protocol: Implementation of Possible Events

e0:
>, p := 0

followed by

light :
light := ⊥,
c := c + 1

¬light : ε

ei, i 6= 0:
>, p := i

followed by

¬light,¬qi :
light := >
qi := > light ∨ qi : ε

0

Adjustment of product update: use match of precondition modulo ≈0.



Interrogation Sequences

An interrogation sequence for n prisoners numbered 0, . . . , n− 1 is an

infinite list of natural numbers, with each number less than n.

Example:

σ = 0 : 1 : 2 : 3 : 4 : 5 : σ

Other way to write the same σ:

σ = [0,1,2,3,4,5] ++σ

where ++ is the operation that concats a finite list and a (finite or

infinite) list.

σi is i-th member of σ, counting from 0.



Fairness of Sequences

σ is a fair interrogation sequence for n prisoners if

• for each i, 0 ≤ si < n (σ is a sequence for n prisoners), and

• for each i ∈ N and each j ∈ {0, . . . , n−1} there is a k ∈ N with

σi+k = j (at each point i, each prisoner j will be interrogated

at some future point i + k).



Input-Output Format

Here is one way to do it:

Input for the case where there are n prisoners: an infinite stream

over {0, . . . , n− 1}, i.e., a member of the set {0, . . . , n− 1}∞.

Output is a natural number (or the protocol runs forever).

View of the informal protocol PROTn for the case of n prisoners as a

function

PROTn :: {0, . . . , n− 1}∞ → N ∪ {∞}



Correctness Statement

If σ is a fair interrogation sequence for n prisoners, then protocol

PROTn will output a natural number k with the property that

{0, . . . , n− 1} ⊆ {σi | i < k}.

This is a formal version of the informal statement that after the k-th

interrogation, all of the n prisoners have been interrogated.



Update and Evaluation

Let M0 be the initial epistemic model given before. Let M be the set

of all Kripke models with valuations over the signature. Let E be the

set of update events.

Let U be the function M→ E∞ →M∞ given by:

U M (e : es) = M ◦ e : U (M ◦ e) (es).

Then if the sequence of events starts e0, e1, e2, . . ., the image of UM0

starts

M0 ◦ e0,M0 ◦ e0 ◦ e1,M0 ◦ e0 ◦ e1 ◦ e2, . . .

Let T be the function M∞ → N ∪ {∞} given by

T (M : ms) = T0(M : ms)

Ti(M : ms) =

{
i if M |= K0(light ∧ c = n− 2),

Ti+1(ms) otherwise.



Diagram

{0, . . . , n− 1}∞ N ∪ {∞}

{e0, . . . , en−1}∞ M∞

map (λi 7→ ei)

PROTn

UM0

T

Correctness statement: for all fair streams σ this diagram commutes

on an natural number.



Correctness Proof

Induction on the number of prisoners n.

Case n = 2: PROT2 ends after the first occurrence of 10 in the input

stream. By fairness, 10 must occur in the stream. After e1e0 occurs in

the event stream, K0(light ∧ c = 0) is true in the resulting epistemic

model, and T halts at the position of that model.

Induction step: assume the diagram commutes for all fair streams σ for

PROTn. We have to show that it also commutes for all fair streams

for PROTn+1. Let n be the last prisoner that has not been counted

(rename prisoners if necessary). From the induction hypothesis we get

that there is some k with Mk |= K0(light ∧ c = n − 2). Since σ is

fair, the pattern n · · · 0 has to occur after position k. Execution of en
followed by · · · followed by execution of e0 will create a model M with

M |= K0(light ∧ c = n− 1).



Conclusions, Discussion

• Protocol modeling is an art, proving correctness statements is a

science.

• DEL is a suitable medium for reasoning about communication pro-

tocols; practicing the art of DEL modeling is useful for finding

interesting DEL extensions.

• An implementation of epistemic model checking for this example

is available from the author upon request [2].

• Meta question: Why should (rational) prisoners agree on this pro-

tocol in the first place?

• Intuitive answer to meta question: because it is common knowledge

that if the interrogation sequence is fair, the protocol will give a

correct solution. (Motivates move from DEL to DEL+LTL [3].)
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